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A METHODOLOGY

This section presents the methodology we followed in conducting the systematic literature review
about blockchain interoperability. Our methodology follows several phases, as advised by several
authors [52, 79]. In the planning phase, we select the research questions, the data sources, the
search terms, the practical screening criteria, and the methodological screening criteria. In the
review phase, we abstract data from selected papers, identifying the underlying conceptual mech-
anisms for interoperability. We then correlate approaches intra-category and inter-category (via
the discussion subsections). Finally, we report the review and synthesize the findings.

We give special attention to grey literature, as some authors defend that it includes “a broader
scope of literature, providing a more comprehensive view of the available evidence” [52, 63]. In
particular, we analyze grey literature as a way to include recent endeavors. In particular, we argue
that including grey literature is relevant, as (i) blockchain interoperability is in active development,
and there is still a reduced number of academic studies, (ii) some research is concentrated on the
industry, and (iii) grey literature reduces the publication bias [52].

Notwithstanding, grey literature is not often updated (e.g., whitepapers [4, 47, 87, 96]). To the
best of our knowledge, we picked the most recent whitepaper versions and made the effort of
looking through the documentation for updates. Nonetheless, it is possible that a newer version is
available, or that we missed out on relevant information. That is why we systematically contacted
the authors of the projects (see Section A.3). This methodology allows us to validate or view of
the project at hand while addressing some shortcomings of researching grey literature. Hence,
we built a list of references and contacts, which we engaged during our research. We indicate
when we obtained feedback from authors on their projects, using the “checkmark” sign (�). More
specifically, the checkmark typically indicates that we have taken the authors or their respective
team’s feedback into consideration, regarding a specific project. A caveat of our approach is that
grey literature is not, necessarily, quality scientific work, as it is not peer-reviewed [77].

Moreover, in order for our grey literature search to be “systematic, transparent, and repro-
ducible,” we adopt recommendations from Mahood et al. [63]. In particular, they recommend “that
searches include online databases, web search engines and websites, university, and institutional
repositories, library catalogs, as well as contacting subject specialists, hand-searching and consult-
ing reference lists of relevant documents.” We then include grey literature, as the result of retriev-
ing references from scientific articles, and consultation with both academics and professionals in
the area of blockchain interoperability. We, therefore, define grey literature as Github documen-
tation, whitepapers, technical and institutional reports, initial coin offer plans, magazine articles,
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academic dissertations, consultant reports, book chapters, and blog posts. With such sources, we
believe that it is possible to construct a reliable, updated, and extensive understanding of block-
chain interoperability.

We believe this approach leads to adequate coverage and transparency in blockchain interoper-
ability research and, consequently, provides accurate information to the reader in a research area
evolving so quickly. In a research area on its inception, and given its fragmentation, we acknowl-
edge that we may have missed some advances in this field. We commit to updating our knowledge
base in the light of the new information being produced, to yield the most comprehensive results
possible.

A.1 Research Questions

Taking into account the different stakeholders of the blockchain technology, and the previous liter-
ature reviews limitations, we propose the following research questions, addressed by this article:

(1) What is the current landscape concerning blockchain interoperability, both from

the industry and the academia? Bitcoin and Ethereum fostered hundreds of cryptocur-
rencies and use cases, shortly after their inception. Heterogeneous solutions appeared to
further deliver customization, tailored for enterprise use-case scenarios that benefit from
blockchain technology. Soon after this solution proliferation, and in particular, with the vast
number of platforms emerging, the blockchain interoperability problem started to be tackled
by industry and academia [19, 49, 50, 89]. Although some attempts of classifying blockchain
interoperability solutions have been made [14, 19, 75], they are either outdated, or not cap-
turing the whole interoperability spectrum.

(2) Is the set of technological requirements for blockchain interoperability currently

satisfied? According to several authors, the prerequisites for blockchain interoperability are
as follows: (i) the existence of a cross-blockchain communication protocol that can transfer
arbitrary data in a trustless and decentralized way, comparable to the transport layer of the
Internet [42], (ii) a pair of sufficiently mature blockchains that can be bridged through such
protocol, and (iii) the need for applications benefiting from a multiple-blockchain approach
[19], i.e., IoB-powered BoB applications. This research question is particularly important
since it gives a perspective on whether research and focus should be put in the direction of
blockchain interoperability.

(3) Are there real use cases enabling a value chain coming from blockchain interop-

erability? According to some authors [42, 43, 59, 72], blockchain interoperability is a core
requirement for the survival of the technology. Given stable, matured blockchain interoper-
ability mechanisms, one needs to explore which solutions can be built, which sectors it may
benefit, and what are the use cases foreseeable in the short and medium term.

A.2 Data Sources

The online repository used for the majority of the research is Google Scholar. Google Scholar is a
modern search engine owned by Google, which indexes most major digital libraries, including but
not limited to IEEE Xplore, ACM Digital Library, Science Direct (another major search engine for
digital libraries), ASCE, Scopus, Web of Science, SpringerLink, and arXiv (known for containing
grey literature). According to Google’s documentation,1 “Google Scholar includes journal and con-
ference papers, theses and dissertations, academic books, pre-prints, abstracts, technical reports,
and other scholarly literature from all broad areas of research.” It includes “academic publishers,
professional societies, and university repositories, as well as scholarly articles available anywhere

1https://scholar.google.com/intl/en/scholar/help.html#coverage.
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across the web. Google Scholar also includes court opinions and patents.” It covers grey literature,
making it a suitable option to reduce the publication bias [52]. Google Scholar’s coverage is ar-
guably the biggest across other academic search engines for Computer Science [32], and it meets
the criteria recommended in guidelines for conducting systematic literature reviews [18, 32]. Fa-
gan critiques Google Scholar for giving too much importance to the citation count and therefore
suggests the usage of additional search tools to conduct the review [32]. However, as we are aiming
for a bigger coverage, by studying most work concerning blockchain interoperability up to this
date, the bias introduced by the citation count does not significantly impair our study. Hence, and
to simplify our research process, we rely on Google Scholar.

Furthermore, in order to add resiliency to our study, we compiled a list of appropriate search
terms from our knowledge of the literature—previous searches on this topic, well-known projects
in the community, and suggestions from other researchers, to identify additional references not
previously captured. Such references were included in the review.

A.3 Search Process

We divided the search process into three phases: searching for related literature reviews, searching
for relevant peer-reviewed scientific papers, and searching for relevant grey literature.

We aim to find relevant literature directed to blockchain interoperability, which can be syn-
onyms with chain interoperability, interconnected blockchain, multiple blockchains, and internet of
blockchains. One could consider the concept of blockchain sharding a novel solution to address
blockchain scalability, which can ultimately foster blockchain interoperability since shards need to
communicate with each other. However, due to the extension of the blockchain sharding research
area, and because of space constraints, we purposely leave it out of the scope of this research.

In the first phase of the search process, identification, we queried “interblockchain survey” OR
“blockchain interoperability survey” OR “IoB,” where we obtained 86 results. From those 86 results,
only one was explicitly a literature review concerning blockchain interoperability (i.e., contained
the term “survey” in the title).

Next, we performed a keyword-based search. We limited the scope of queries until the present
date of writing, i.e., February 14, 2020, thus covering literature up to the present day. Notwith-
standing, we updated this article with both academic literature and grey literature dated up to the
end of May 2020. Google Scholar treats all terms specified in the search query as an AND operator:
it yields search results for all the terms. Henceforth, all queries presented in this document assume
such quotes. Therefore, we opt to restrict this feature, as querying blockchain interoperability yields
more than 9,000 results. By using quotes in the search, we limited its range. Hence, a query with
the keywords blockchain and interoperability yields results only if both terms are present. We
then searched the terms interchain communication, interconnected blockchain, and blockchain
interoperability, as they semantically seem the most suitable terms for our search. We obtained
262 results: and chose not to include terms such as multiple blockchains or chain interoperability,
because although related, those terms are too vague and yield too many results not directly related
to this study; 494 and 665 results, respectively.

In the third phase, we collected relevant work classified as grey literature. We retrieved the col-
lected reference list and used techniques such as snowballing to expand our document repository
further. We obtained an additional 69 documents.

A.4 Screening and Eligibility Processes

In this section, we define our methodology for the eligibility criteria. Figure 1 represents an adapted
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) diagram [58], consid-
ering all steps of our literature research methodology.
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Fig. 1. PRISMA diagram specifying our literature research methodology.

In terms of the included documents (papers, grey literature), we first examined the title, abstract,
and keywords. When these three elements do not provide enough insights to decide on whether
to include the document in this study, we examined the full-text body of the documents. This
first screening aims to conclude about the feasibility of a given document to answer the proposed
research questions.

Due to the small number of available papers, we had a lenient approach regarding the exclusion
criteria: we only excluded papers that do not comprehensively tackle blockchain interoperability.
For example, papers whose focus is state of the art on blockchain applications, security, scalabil-
ity, consensus mechanisms, and economic models, even if they tackle blockchain interoperability,
are excluded. In contrast, papers with at least a section dedicated to blockchain interoperability
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are taken into consideration. The process above leads to a total number of 404 documents. After
excluding 178 non-related papers, 10 duplicates, 16 not relevant papers, and 98 support papers
(papers that, although crucial for the understanding of this topic, are not included in the com-
parison of solutions), we achieve a total of 102 documents, from which 67 were systematically
compared.

B AN ARCHITECTURE FOR BLOCKCHAIN INTEROPERABILITY

This section discusses existing architectures for interoperable blockchains, the “internet of block-
chains” approach. We then present a consolidated architecture.

Zhu et al. define several layers for a blockchain [98]. The data layer defines the representation
of data in the blockchain (e.g., transactions aggregated into blocks vs. transactions represented in
a directed acyclic graph). The network layer defines the type of nodes in the peer-to-peer network
(e.g., full nodes and light nodes [68]). The consensus layer represents the consensus algorithm the
network uses and its security assumptions. The contract layer represents the execution environ-
ment for smart contracts, which provide the foundation for the application layer, which include
the blockchain-enabled business logic.

Other authors proposed architectures for blockchain interoperability composed of several layers:
Jin and Dai proposed the data, network, consensus, contract, and application layers [48], while Kan
et al. proposed the basic, blockchain, multi-chain communication, and application layers [49].

Hardjono et al. proposed an architecture inspired by the architecture of the Internet [42]. The
proposed architecture has as central concepts the Autonomous System (AS) (or routing domain)
and gateway. A routing domain is a network ecosystem operating with specific rules, under an ad-
ministrative domain. An AS is a set of IP networks that form a single administrative domain, which
maps to a blockchain network. A gateway supports cross-domain routing in order to allow com-
munication among networks in different ASs. Gateways are nodes that support interoperability,
such as smart contracts or trusted third parties.

Our proposal is influenced by previous work: in particular, we envision each blockchain as an
autonomous system, which communicates to others via a cross-blockchain protocol. Most nodes
on public and private blockchains can serve as interoperability gateways. To facilitate communica-
tion among blockchains, one can rely on decentralized blockchain registries that can identify and
address oracles, blockchains, and their components (e.g., smart contracts and certificate authori-
ties) [89]. A registry for both public and private blockchains could be written in a public blockchain
with strong security assumptions (e.g., a high degree of decentralization). Alternatively, the con-
tents of the registry can be recorded in a custom public blockchain maintained by the stakeholders
of major blockchains, or enforced by trusted hardware [42]. The decentralized registry would act
as a (preferably) decentralized domain name system [65], but for blockchains instead of domains.
A simple implementation would be leveraging a multi-signature Ethereum smart contract where
a consortium could manage a registry of gateway nodes.

We leave further discussions on a decentralized blockchain registry for future work. Note that
this registry is optional, and it is not essential for enabling an IoB.

Figure 2 illustrates our proposal for an architecture for the IoB, the enabler of technical
interoperability. Although we represent a BoB in the figure, we do not detail its architecture at
this stage. BlockchainA (A) and BlockchainB (B) are both public, EVM-based blockchains, namely,
Ethereum and POA Network. BlockchainD (D) and BlockchainE (E) are private blockchains,
namely, Hyperledger Fabric and Quorum. A blockchain node belonging to the Ethereum network,
BlockchainA, registers its communication endpoint (i.e., IP address) on the blockchain registry
(step 1). After that, it looks up the address of a node belonging to BlockchainC (C), Bitcoin
(step 2). CCCP and CBCP protocols can provide unilateral or bidirectional interoperability. In
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Fig. 2. Architecture for Interoperable Blockchains: a network comprised of five blockchains (A–E) and a
cross-chain decentralized application (CC-dApp).

step 3, a CBCP establishes communication between the Ethereum node and the Bitcoin node,
unilaterally, since the Ethereum node can read Bitcoin’s blocks headers (e.g., via [30]), but not the
other way around. BlockchainD and BlockchainE are heterogeneous, thus connected by a CBCP.
A CC-dApp is already connected to blockchainC and blockchainD , and further connects with
blockchainE , after fetching its address on the blockchain registry (steps 4 and 5). Step 4 assumes
the necessary credentials to access the private blockchain held by the CC-dApp user(s) (e.g.,
private keys, X.509 certificates). A CC dApp protocol allows an end-user to realize the semantic
interoperability by leveraging blockchainC , blockchainD , and blockchainE (step 6). These steps
accomplish connectivity among blockchains, thus forming an IoB, and therefore enabling a BoB.

CCCPs (e.g., XClaim [97]) and CBCPs (e.g., inter-blockchain protocol [45] or the Interledger
Protocol [46]) can be employed to manage the end-to-end communications between blockchain
networks, addressable by the blockchain registry. While such protocols can provide seamless in-
teroperability for future blockchains, via standardization, they are not compatible with existing
blockchains. Existing blockchains would require one to refactor several layers: the network, con-
sensus, contract, and application layers [98] would need to be changed.

In Figure 3, we model the layers of blockchain interoperability that correspond to the proposed
architecture, using the Archimate modeling language [91], a standard for enterprise architecture
modeling. Blockchain interoperability, technical interoperability and semantic interoperability are
capabilities, abilities that the business processes “Internet of Blockchains” and “Blockchain of
blockchains” possess (as they enable interoperability at different levels). “Cross-chain protocols”
and “cross-chain dApp protocols” are applicational components that realize the “cross-chain trans-
action” function. Other interoperability layers are left for future work.

Regardless of the interoperability solution employed, it is likely that the network layer has
to suffer refactoring, and consequently the consensus layer since there are blockchains with
different transaction finalities [24]. Transaction finality can be probabilistic or deterministic, and
refers to when parties involved in a transaction can consider it committed to the blockchain. For
example, Bitcoin needs around six confirmed blocks to consider a transaction final with a high
probability (probabilistic), whereas Tendermint transactions are final right after their execution
(deterministic). Several abstractions that include transactions from other blockchains can be
implemented on the contract layer. These changes have repercussions on the application layer,
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Fig. 3. Simplified blockchain interoperability model, represented in Archimate.

as now it can handle more complex operations. The application can now expose APIs to dispatch
cross-blockchain transactions, as illustrated in some works [60, 67, 92]. The data layer would not
necessarily have to be changed.

Although this could be a viable solution, it is logistically cumbersome to adjust all blockchains
in production to use a specific set of inter-blockchain protocols and to adapt their different layers.
As this solution is not feasible in practice, at least in the short term, blockchain interoperability
solutions are typically tailored for a specific blockchain or a set of specific blockchains. Neverthe-
less, we believe that as the technology matures, blockchain interoperability standards will guide
technical efforts, leading to convergence toward interoperability within the blockchain space.

Throughout this article, blockchain-agnostic solutions, as well as specific solutions will be pre-
sented and discussed.

C PUBLIC CONNECTORS

C.1 Sidechains

We now describe some of sidechain solutions we identified in the literature. Table 1 summarizes
these solutions. An analysis of this table is conducted in the Discussion.

The Peace Relay is inspired by BTC Relay, allowing communication between EVM-based block-
chains [55]. Peace allows Ethereum contracts to verify account states and transactions from Ethe-
reum Classic, and vice versa, allowing a two-way peg (given that the Peace relay smart contract is
deployed on both chains).

Testimonium is a relay solution that follows a validation-on-demand pattern, validating
blockchain block headers on-chain [38]. As block headers are accepted optimistically, validation-
on-demand locks block headers for a specific lock time, where off-chain clients (disputers) can
challenge their validity.
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Table 1. Comparison of Sidechains Solutions

Reference Mainchain
Sidechain
consensus

Summary Strong points Weak points Roadmap

BTC Relay [30] � Ethereum × Ethereum smart contract
reading Bitcoin’s blockchain

Simple solution
relying on verifying
block headers

Limited functionality None

Peace Relay [55] Ethereum × SPV on EVM-based
blockchains

Allows two-way pegs
It is expensive to verify
Ethereum block headers

None

Testimonium [38] Ethereum × EVM-based blockchains
SPV

Effiecient validation
Mainly support EVM-
based blockchains

Batch submission
of block headers

POA Network [4] � Ethereum
Proof of
authority

Applicational interoperability
to EVM-based dApps

Inexpensive consensus
Validators confined to
one country
(geographic concentration)

POA-based
stable token

Liquid [6] � Bitcoin
Strong
federations

Strong federation-based
settlement network

Strong federation of
functionaries
maintain the network

Consensus secured by
specialized hardware

Wallet and
mining services

Loom Network [61] � Ethereum
Delegated
proof
of stake

dApp platform with
interoperability capabilities

Support for a high number
of tokens

Closed source solution
Integrations with
major blockchains

Zendoo [41] Bitcoin Proof of stake Sidechain creation platform

zk-Snark solution allows the
mainchain to verify the
sidechain without disclosing
sensitive information

zk-Snarks are
computationally
expensive

Further specification
of the protocol

RSK [56] � Bitcoin DECOR+
Federated sidechain, in which
RBTC is tethered to BTC

Merge mining allows
reutilization of work

Relies on PoW,
energetically inefficient

Decentralized bridge
with Ethereum

Blocknet [23] � Ethereum
Proof
of stake

EVM-based blockchain
with interoperability capabilities

Blocknet protocol
allows trustless
blockchain interoperability

Currently limited
to digital assets

EOS/NEO/other
integrations

�Our description was endorsed by the authors/team.
× Not specified.
∗ Although zk-Snarks are not a consensus algorithm, consensus on which operations were performed at each sidechain is obtained through a process that uses zk-Snarks
to generate proofs of sidechain state that, in its turn, generate certificate proofs for the mainchain.

POA Network encompasses an EVM-based blockchain as well as the POA Bridge [4]. The POA
Bridge is a component that enables cross-application transactions with Ethereum, providing sup-
port for ERC-20 tokens. For instance, the POA20 token represents the POA token available to use
on the Ethereum main network. The sidechain achieves consensus through proof of authority.

A newer feature from POA, Arbitrary Message Bridge,2 allows transferring arbitrary data be-
tween EVM-based chains (e.g., POA, Loom, Ethereum Classic). This feature can be used for cross-
chain smart contract invocations. POA implemented a POA-based stable token, through the xDai
chain.3 POA is an open source project.4

Elements5 is a sidechain-capable blockchain platform. Liquid is a federated pegged sidechain [6],
based on Elements, relying on the concept of strong federations [26]. Strong federations introduce
the concepts of a federated two-way peg, in which entities move assets between two chains. In
strong federations, a role called block-signers maintains the consensus of the blockchain, while
the watchmen realize cross-chain transactions. Software running on hardware security modules
achieve consensus. Hardware security modules (HSMs) are physical computing devices that
actively hide and protect cryptographic material, e.g., via limited network access and features that
provide tamper evidence [78]. Moreover, a k-of-n multi-signature scheme is also used to endorse
block creation.

Liquid supports several assets, including fiat currencies and cryptocurrencies, such as Bitcoin.
When Bitcoins are pegged to the Liquid sidechain, they are backed by an L-BTC token, which
represents one Bitcoin. The roadmap predicts updates to wallet and mining services.6 Liquid is an
open source project.7

2https://docs.tokenbridge.net/amb-bridge/about-amb-bridge.
3https://www.poa.network/roadmap.
4https://github.com/poanetwork.
5https://elementsproject.org.
6https://blockstream.com/2020/02/10/en-blockstream-2019-review-building-foundations/.
7https://github.com/Blockstream?q=liquid&type=&language=.
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Loom Network is a dApp platform, which relies on sidechains connected to Ethereum, Binance
Chain, and Tron [61]. Loom is a federated two-way peg, whereby a set of 21 validators and token
delegators validate cross-asset transactions. Loom uses Delegated Proof of Stake (DPoS) as the
consensus mechanism for transactions happening on the sidechain.

Proof of Stake (PoS) is an alternative to Proof of Work (PoW) that aims to reduce energy
consumption [22]. In PoS, the ability for nodes to append blocks to the ledger depends on their
stake, that often depends on the amount of currency they own. In DPoS only a subset of the nodes
participate in the consensus, which is based on PoS.

The roadmap predicts integration with more blockchain networks.8 Loom is open source com-
ponents.9

RSK is a general-purpose smart contract platform pegged to the Bitcoin network that offers
improvements in security and scalability of the latter [56], and the first sidechain solution in pro-
duction (January 2018). It relies on a combination of a federated sidechain with an SPV. Each smart
Bitcoin (RBTC), the native token of RSK, is tethered to one Bitcoin.

In order to get RBTCs, a user has to send Bitcoin to a specific multi-signature address (an address
controlled by several parties, through the several signatures) located at the Bitcoin network. That
address is controlled by the RSK Federation, which is composed of several stakeholders. The feder-
ation members use hardware security modules. By leveraging HSMs, each validator can protect its
private keys, and enforce the transaction validation protocol [56]. Moreover, an additional layer of
security prevents any corrupt collaborator from forcing the HSM from each stakeholder to sign a
fake peg-out transaction: nodes automatically follow the blockchain with the highest cumulative
proof of work.

After the transaction is finished, a proof of transfer (via SPV) is generated and given as an input
to a smart contract on the RSK network, called the bridge contract. The bridge contract then sends a
corresponding amount of RBTC tokens to the address present at the RSK network that corresponds
to the Bitcoin address sending Bitcoin to the RSK address. RSK has a virtual machine that executes
smart contracts in the Bitcoin network.

RSK uses a consensus mechanism designated DECOR+ and a technique called merge-mining,
which allows users to mine in both the RSK and Bitcoin networks without performance penalties.
RSK introduces shrinking-chain scaling, a technique to compress blocks after they are mined.

The RSK roadmap predicts the development of a decentralized bridge between RSK and Ethe-
reum.10 RSK is an open source project.11

Blocknet is blockchain based on PoS that includes a protocol for interoperability among public
and private blockchains [23]. At its core, Blocknet has several components: the XBridge, XRouter,
and XCloud [12, 13]. XBridge allows exchanging digital assets, powered by a set of APIs, and
relying on SPV. XRouter actuates as an inter-chain address system, providing lookup capabilities
to the network. XCloud, relying on XRouter, provides a decentralized oracle network, that can be
used to obtain trusted data.

C.2 Notary Schemes

Despite this evolution, commonly used notary schemes are centralized cryptocurrency Exchanges
(e.g., Binance, Coinbase, BKEX, LBank, Bilaxy, BitForex). Most exchanges are centralized (237),
against 22 decentralized exchanges listed by CryptoCompare, at the time of writing.12

8https://medium.com/loom-network/5183ce02267.
9https://github.com/loomnetwork.
10https://blog.rsk.co/noticia/hawkclient-building-a-fully-decentralized-bridge-between-rsk-and-ethereum/.
11https://github.com/rsksmart.
12https://www.cryptocompare.com/exchanges/#/overview.
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Fig. 4. Alice and Bob buy cryptocurrencies via a centralized exchange. The assets are held by a custodial
wallet.

Fig. 5. Alice can send cryptocurrencies directly to Bob, and vice versa. Each user holds their private keys.
The exchange is a facilitator of the transactions.

Figure 4 represents the task of a user acquiring cryptocurrencies via centralized exchanges.
Users buy cryptocurrencies with fiat currencies, and are credited the bought assets on their respec-
tive wallets, owned by the exchange, i.e., the exchange also known as custodial wallets. Exchanges
acquire such cryptocurrencies directly on the network, or via an intermediary, and provide arbi-
trage services.

Although a simple way to obtain cryptocurrencies, some attacks have been conducted to ex-
changes, leading to loss of very large cryptocurrency sums [2].

Decentralized exchanges can be implemented with hashed timelocks. Figure 5 depicts users
exchanging assets via a decentralized exchange (e.g., Nash, AtomicDEX, IDEX). When trading via
a decentralized exchange, users typically do not disclose their private keys, eliminating the single
point of failure inherent with centralized exchanges.

Agent Chain is a project aiming to exchange assets between blockchains using a multi-signature
scheme [57]. A trader maps the possessed assets to AgentChain, which combines several trading
operators in a trading group. Members of that group generate an account using a multi-signature,
to serve as a deposit pool, containing the assets. Tokens are then locked. An arbitration mechanism
is introduced in case of a malicious trading group.

C.3 Hashed Time-Locks

We now describe some of HTLC solutions we identified in the literature. Table 2 summarizes these
solutions. Table 3 describes solutions that are based on HTLCs, but have differentiating features,
as described on the table.

Black et al. propose the concept of atomic loans, based on atomic swaps [11]. Atomic loans allow
market participants to create loans in a trustless manner, enabling liquidity. The process of atomic
loans is rooted in the foundations of HTLCs and has several phases: the loan period, in which the
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Table 2. Comparison of Hash Lock Time Contract Solutions

Reference
Supported

Chains
Architecture Summary Strong points Weak points Roadmap

Black et al. [11] × Lender, borrower
Leverage HTLC to provide
fiat/stablecoinaccess for
cryptocurrency holders

Decentralized solutions
Inefficient (atomic swaps);
requires over-collateralization

×

Wanchain [62] � Bitcoin,
Ethereum

Vouchers, validators,
storemen (Wan protocol)

Connects major
currency exchanges

Cross-Chain Bridge
Node Staking Rewards

Storemen are not
completely decentralized

General
interoperability

LN [74] Bitcoin
Relies on
multi-signature
channel addresses

High volume, low latency
micropayment enabler

Increases Bitcoin
performance,
solution in production

Timelock expiration exploits ×

Komodo [53] � Bitcoin,
Ethereum

Liquidity provider nodes,
buyers, sellers

Atomic swap
decentralized exchange

Provides a framework
for cross-chain atomic swaps

All products are
“highly experimental”

Derivative tokens
on the decentralized
exchange

COMIT [20]
Bitcoin,
Ethereum

Traders, COMIT protocol
Open protocol facilitating
trustless cross-blockchain
applications

Adds negotiation phase
to the atomic swap

Does not support
negotiation protocols

Protocol for privacy
preserving swaps

�Our description was endorsed by the authors/team.
× Not specified.

loan withdrawal and repayment process is handled; the bidding period; the seizure period; and the
refund period. The last four phases happen in case the loan is not repaid in due time during the
bidding period phase.

Wanchain aims to provide deposit and loan services with cryptocurrencies [62]. When a transfer
request is sent to Wanchain, it issues the corresponding tokens in the existing smart contract that
locks them on the target blockchain. Wanchain’s validator nodes receive such request, verify that
a transaction has been placed into the target blockchain, and creates a representation of the tokens
to be transferred (a new smart contract token, analogous to the original currency).

When a party that has a representation of the original tokens wants to send them to a third
party, the locked assets in a smart contract are released to the beneficiary of the transaction. As
Wanchain creates a representation of tokens as a means of exchanging assets, we can consider that
such a solution is a notary scheme, although decentralized (several validator nodes operate the net-
work). Wanchain’s architecture includes the following nodes: vouchers, the cross-chain transac-
tion proof nodes; validators, the verification nodes; and storeman, the locked account management
nodes. Vouchers check whether a transaction has been confirmed on a source blockchain. Valida-
tors verify the asset registry from the source blockchain: in case it is a new asset, it is registered
and added into the registry. Storeman manages locked accounts, facilitating cross-chain transac-
tions. An incentive mechanism rewards the participants to perform their functions. More recently,
Wanchain is working toward more general interoperability by promoting cross-chain integration
with enterprise blockchains and supporting Web Assembly (WASM) smart contracts [34].

COMIT is a protocol allowing for atomic swaps, based on HLTCs [20]. COMIT defines several
atomic swap protocols that support different cryptocurrencies and tokens, such as HAN (HTLCs
for Assets that are Native to the ledger), HErc20 (HTLCs for the Erc20 asset), and HALight (HTLCs
for Assets on the Lightning ledger). COMIT nodes can trade Bitcoin for Ether or ERC-20 tokens.
The COMIT protocol13 allows one to exchange assets directly with another user (e.g., Bitcoin for
Ether).

Apart from HLTCs and sidenchains, there is a set of approaches that share characteristics from
several subcategories presented, for instance, using distributed private key schemes or collater-
alization with HLTCs. Distribute private key approaches rely on the distribution of users’ and or-
ganizations’ private keys, i.e., in splitting each private key in a set of parts [25]. This leads to
distributing the control of assets among several parties. Such schemes can be used to implement
decentralized two-way pegs, as well as decentralized notaries. Other approaches combine sidecha-
ins and protocols based on escrow parties, relying on smart contracts. An escrow is an arrangement

13https://github.com/comit-network/comit-rs/.
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Table 3. Comparison of Alternative Solutions

Reference
Main Supported

Chains
Architecture Summary Strong points Weak points Roadmap

Tokrex [64] � × Validation and escrow nodes,
distributed key generation

Cryptocurrency exchange
enabling meta-swaps

Allows “real time”
value exchange

Both sender and receiver
know the private key used
for asset transfer

×

Fusion [39] � Ethereum
FUSION distributed control
rights services

Distributed storage of a
private key and
cryptoasset mapping

Distributes trust and
responsibility of
managing private keys

Does not provide
instant atomic swaps

Decentralized oracle
services

Sai and Tipper [80] Ethereum Neutral observers
Neutral observers monitor
transactions to avoid
double spending

Trustees can choose
any node to be an
observer

Trustees that choose
observers are assumed
to be honest

Behavior of malicious
trustee

XClaim [97]
Bitcoin,
Ethereum

Requester, sender,
receiver, redeemer,
the backing vault,
issuing smart contract

HTLC-based trustless
protocol that manages
crpytocurrency-backed assets

Good performance
compared to
traditional HLTCs

Over-collateralization
can lead to locked funds

Asymmetric and
non-fungible
cryptocurrency-backed
assets

DeXTT
[15–17, 86]

Ethereum
PBTs, claim-first transactions,
deterministic witnesses

A protocol implementing
eventual consistency for
cross-blockchain
token transfers.

Ensures eventual
consistency of balances
across blockchains

Veto contest poses strict
requirements toward
signed PoIs

DeXTT implementation
on OmniLayer

XChain [83] Ethereum
Directed graph, 3PP:
contract creation, secret
release, and secret relay

A 3PP for general
cross-chain transactions

Generates custom smart
contracts for performing
cross atomic swaps

Only applicable to
Ethereum

×

�Our description was endorsed.
× Not defined.

in which a third party regulates a transaction or group of transactions between two parties. An
escrow typically holds assets (e.g., cryptocurrency) from one of the parties that serves as the col-
lateral of a transaction (assets pledged by a borrower to protect the interests of the lender). Some
of those solutions include the following.

Tokrex enables the exchange of cryptocurrencies between different blockchains in a decentral-
ized way, by leveraging the concept of meta-swap [64]. A meta-swap happens when a sender
transmits his private key instead of signing an on-chain transaction. For that, a domain-specific
language, Tokrex TLQ, allows developers to write cross-chain applications that run on a decen-
tralized network infrastructure. Tokrex relies on escrow nodes distributing the generated keys, a
modularized distributed key generator, cross-chain swaps, and an Incentivization scheme to keep
the escrow and validator nodes honest.

Fusion is an interoperable blockchain, focused on financial use cases [39]. Fusion owns a propri-
etary technology, DCRMS (Distributed Control Rights Management System), which allows
users to lock-in and lock-out assets across blockchains. DCRMS is a decentralized custodian model,
which tries to prevent private keys from being a single point of failure: asset control is decentral-
ized along network nodes, instead of them relying on individuals and centralized organizations.
The distributed storage and generation of a private key keeps a single entity from obtaining full
control of an asset. Fusion supports any chain that uses EcDSA signatures, which includes Bitcoin,
Ethereum, and other EVM-based blockchains.

TAST (Token Atomic Swap Technology) is a project14 that aims to create the first token system
natively supported by multiple blockchains [71]. TAST includes several components explained in
a set of documents.

In one of these documents, the authors present claim-first transactions, a protocol for decen-
tralized blockchain asset transfers. [15]. The protocol includes the role of witness, who verifies
cross-blockchain transactions, and is rewarded for that. Another document presents the notion of
Proof of Intent (PoI) [16], a cryptographic construction that implements claim first transactions.
The notion of deterministic witnesses is introduced as the mechanism for assigning rewards to
parties observing claim-first transactions.

In [14], the authors present the design of a blockchain interoperability solution based on an
atomic cross-chain token transfer protocol. Other documents summarize the work developed [36,
85] and discuss the requirements for more efficient cross-blockchain token transfers.

14https://dsg.tuwien.ac.at/projects/tast/.
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In [86], the authors propose an incentive structure for blockchain relays, presenting an
enhanced prototype based on SPV. The presented solution showed that the solution incurred in
high operation costs. The most recent whitepaper, [37], introduces optimizations that reduce such
costs. This article shows the applicability of a cross-blockchain token, relying on token incentives
and simplified payment verification.

DeXTT is an atomic cross-chain token transfer protocol that migrates assets—Pan-Blockchain

Tokens (PBTs)—that can exist in different blockchains simultaneously [17]. DeXTT is part of the
TAST project.

DeXTT provides eventual consistency of asset balances across blockchains. Eventual consis-
tency guarantees that eventually all accesses to an item that has not been updated after the access
request will return the latest value. To achieve eventual consistency, the authors use a technique
called claim-first transactions [15], and observers. The claim transaction immediately claims the
asset before it is marked as spent, through a SPEND transaction. The party creating a SPEND
transaction is called a witness, the rewarded party. Observers observe a transfer and propagate
such information across blockchains. As several observers might compete for a reward, a solution
called deterministic witnesses is proposed [16, 17]. Deterministic witnesses solve the problem of
assigning witness awards by defining a witness context, whereby observers participate.

A cross-blockchain asset transfer starts with a transfer initiation. In a transfer initiation, a walleta

expresses the intent of transferring an asset to a walletb , by signing a transaction with its private
key. Walletb then countersigns the transaction, using its private key (creating a PoI). A PoI proves
that a transfer is authorized by both the sender and the receiver. After that, the receiver can then
publish the PoI using a CLAIM transaction, used to redeem the assets. Only one PoI from a source
wallet is valid at each time, eliminating double-spends.

Right after a PoI is published on a blockchaina , the balance of both wallets has not been updated.
In order to propagate this information to the other blockchains, in particular blockchainb , the
protocol follows the witness contest phase. Here, observers become contestants that propagate the
PoI to other blockchains, through a CONTEST transaction. After that, in the deterministic witness
selection phase, the destination wallet, walletb , posts a FINALIZE transaction on each blockchain,
finalizing the contest and awarding an observer. The double-spending problem is eliminated via
VETO transactions, which can be called by any party, and discloses conflicting PoI (e.g., a source
wallet tries to send more assets than it owns to several destination wallets).

DeXTT tolerates blockchain failures, as long as at least one blockchain remains functional. It is
meant to be a blockchain agnostic solution, but the most straightforward framing is within public
blockchains. The authors presented a proof of concept using Solidity.15

XChain includes a three-phase protocol that generalizes atomic cross-chain swaps, in which two
entities, the leaders and the followers, exchange assets [83]. Hashed timelock contracts are lever-
aged to resolve the order of issuing contracts and reedeming locked funds from smart contracts.
Nodes that create the HLTCs are called leaders, which first release the secrets; followers execute
transactions that react to the leaders’ actions (i.e., when a leader shares the secret of the HTLC to a
follower, the follower unlocks its smart contract, and receives funds from other entity, by sharing
the received secret). This solution is based on HLTCs and a protocol that guarantees end-to-end
and uniformity properties.

D BLOCKCHAIN OF BLOCKCHAINS

We now describe some of the sidechain solutions we identified in the literature. Research on Block-
chain of Blockchains required substantial ad hoc research, including blog posts, roadmaps, and

15https://github.com/pantos-io/dextt-prototype.
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Fig. 6. Polkadot’s stack [93, 96].

update announcements, for us to build an updated understanding regarding the latest capabilities
of each blockchain engine.

The Polkadot network has several entities engaged in handling transactions: collator, validator,
nominator, and fisherman. Collators produce proofs for the validators. Transactions are then exe-
cuted and aggregated in blocks. There is the possibility of collators to pool, to coordinate and share
the rewards coming from creating blocks on the parachains they actuate. Validators produce and
finalize blocks on the relay chain. The validator role is contingent on a stake that is put on hold
to foment good behavior. Validators who misbehave can have their block rewards denied or, in
case of recurrence, have their security bond confiscated. Validators are the equivalent to groups of
cooperating miners that share block rewards proportionally to their contribution (mining pools)
on PoW systems (e.g., Bitcoin). Nominators provide their own stake to validators, whereby sharing
the rewards and incurring potential slashing, in case of misbehaving. Fishermen get bounties for
reporting validators’ misbehavior, such as helping to ratify an invalid block.

Figure 6 depicts the several components constituting Polkadot. Polkadot’s relay chain uses Sub-
strate. Polkadot’s state machine is compiled to WASM, a virtual environment that can execute the
state transition functions [93]. Libp2p is a network library for peer-to-peer applications, written
in the Rust programming language. Parachains run the application logic, creating transactions as
needed. Collators group those transactions and redirect them to Validators, who then deem blocks
as valid or invalid. After that, the valid ones are added to the relay chain.

Polkadot uses the DOT token as an incentive for nodes to behave correctly. DOT has several
purposes: (i) decentralize governance (i.e., protocol updates), (ii) operation (i.e., rewarding good
actors), and (iii) bonding (i.e., adding new parachains).
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Fig. 7. Cosmos Network’s stack [54].

Polkadot’s relay chain achieves consensus using BABE and GRANDPA [73]. BABE is the block
production algorithm, and GRANDPA is the finalizing algorithm. To determine a set of validators,
Polkadot uses selection based on PoS, designated Nominated Proof-of-Stake (NPoS). Allying
NPoS with the rewarding mechanism helps to diminish the impact of attacks such as short-range
attack (when a validator attempts to ratify both branches of a fork) or the nothing-at-stake attack
(where the risk of simultaneously validating several forks is exploited). The roadmap comprises
the launch of the main network.16

Cosmos is another popular Blockchain of Blockchains. Figure 7 gives a general overview on
the Cosmos Network stack. Wrappers can be developed to allow the usage of other programming
languages. The applicational layer can be developed with the Cosmos SDK, a framework. This
layer connects to the Tendermint BFT Engine (the component responsible for consensus).

Cosmos was limited to asset token on its original inception; now it supports arbitrary data
transfers. For CC-Txs, the relayer pays a transaction fee on behalf of the transaction sender. The
relayer can whitelist any type of financial incentives to keep CC-Txs free.

In Cosmos, validators process blocks of transactions. Validators need to stake ATOM tokens to
process blocks and earn transaction fees. Delegators can offload transaction processing to valida-
tors, and earn transaction fees. As a way to promote an open-governance model, participants (e.g.,
validators and delegators) can hold the ATOM token and vote on proposals that can change the
parameters of the system. Decisions about the network governance, to vote, validate, or delegate
transaction validation to other validators are made as a function of how many Atoms are held,
similarly to a PoS view. Atoms can also be used to pay transaction fees.

In Cosmos, each zone is sovereign, i.e., it can define, for instance, authentication of accounts and
transactions, on-chain governance proposals and voting, validator punishment mechanisms, fee
distribution and staking token provision distribution, and creation of new units of staking token.

16https://wiki.polkadot.network/docs/en/learn-roadmap.

ACM Computing Surveys, Vol. 54, No. 8, Article 168. Publication date: October 2021.

https://wiki.polkadot.network/docs/en/learn-roadmap


168:16 R. Belchior et al.

ARK utilizes smart bridges to make instances of its platform interoperable [5]. A smart
bridge has two components. The first, Protocol-Specific SmartBridge (or bridgechain), achieves
inter-blockchain communication, by interconnecting the various chains based on ARK. The
Protocol-Agnostic SmartBridge achieves communication between blockchains that use different
consensus mechanisms.

ARK’s public network (or the ARK main blockchain) provides the foundation for other block-
chains to issue and read transactions. Forging delegates are the entities that create blocks of trans-
actions, analogous to miners in the Bitcoin blockchain.

The consensus mechanism is a modified version of Delegated Proof-of-Stake (DPoS). Holders
of the ARK token vote to elect the top 51 delegates, who are randomly chosen to secure the network
by validating transactions. By fixing the number of delegators (or forging nodes) at 51, the “ARK
main net strikes a balance between decentralization and performance.” The ARK token is also
used to pay cross-chain transaction fees, which can be triggered by smart contracts, and coded
languages such as JavaScript, Go, Java, and C#.

The ARK Contract Execution Services (ACES) has “demonstrated two-way transfers be-
tween ARK and Bitcoin, Litecoin, and Ethereum, including issuing smart contracts from ARK
to Ethereum, regardless of the underlying protocols.” While the ARK project defends cross-
blockchain interoperability, ACES is on its inception. ACES can only provide interoperability on
an ad hoc basis. Connectors have to be implemented to connect ARK to other blockchains. Further-
more, ACES is that it is not entirely decentralized, as intermediary nodes are necessary to achieve
interoperability. ARK plans to add several features to its platform,17 such as integrating HLTCs to
provide ARK bridgechains atomic swap capabilities. ARK is a proprietary solution—it is not open
source. All ARK blockchains are powered by the ARK platform.

AION was originally an ERC-20 token implemented on Ethereum [87]. Later, it evolved to a
PoS blockchain system designed to provide the foundation for “custom blockchain architectures.”
A token bridge was built to swap tokens from the Ethereum blockchain to the AION blockchain.
AION-compliant blockchains communicate through CC-Txs, issued by participating networks and
routed by connecting networks. CC-Txs are created and processed on a source blockchain and
routed by bridges. Bridges connect participating networks with connecting networks.

Bridges would sign and broadcast CC-Txs upon payment of a fee and the validation by the
source network. They would act as observers, reporting state changes via Merkle tree hashes to
the communicating network.

AION’s Transwarp Conduit18 is a smart contract–based solution that enables developers to cre-
ate interchain smart contracts, by listening to the source blockchain contract adapter, and calling
the corresponding target blockchain. Users can call such contract, triggering a transwarp conduit
node to validate the request. After that, the request is processed by the contract.

The AION project was divided into two distinct brands: the Open Application Network (The
OAN)19 and AION itself. The OAN network is no longer focusing on interoperability; it is an open
source public infrastructure for the creation and hosting of “open apps.” AION is now the digital
asset powering such apps. AION plans to develop the OAN tech stack, as stated by the roadmap.20

Komodo is a blockchain infrastructure that allows one to create chains pegged to the Komodo
blockchain, which is pegged to Bitcoin. Komodo uses delayed Proof of Work to create checkpoints
of the Komodo’s state that are added to Bitcoin from time to time (a process called notarization).

17https://ark.io/roadmap.
18https://github.com/aionnetwork/transwarp_conduit\/tree/master/aion.
19https://developer.theoan.com/community.
20https://medium.com/theoan/2019-q4-foundation-report-b3a38a28d2b1.
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Among other use cases, Komodo-based infrastructure allows atomic swaps, via the AtomicDEX
feature [53]. To foster adoption, Komodo promotes liquidity provider nodes, which are trading
parties that act as market-makers, by buying and selling cryptocurrencies. Komodo is an open
source composable smart chain platform,21 built on top of Bitcoin and ZCash, which takes Merkle
tree roots from a smart chain set of blocks and merges them with other Merkle roots that represent
other smart chains. This generates a single Merkle root out of the various Merkle roots, referring
to blocks of all smart chains. The mainchain, the KMD ledger, then synchronizes the state of each
smart chain, providing interoperability capabilities. This mechanism works similarly to Delayed

Proof of Work (dPoW). dPoW allows securing a chain with another chain by leveraging a high
hash rate (like KMD or even Bitcoin itself). This way, the risk of 51% attacks is reduced.

We now compare the Blockchain of Blockchains with highest adoption, Polkadot, and Cosmos.
As a baseline, we use Ethereum 2.0 [27–29], a major upgrade to the current Ethereum public main-
net, to be launched in three phases across 2020–2023. Ethereum 2.0 is an advance in blockchain
inteoperability, as it will be composed by shards that interoperate with each other. It features a
new execution environment for smart contracts, running on a new virtual machine, eWASM. We
compare Polkadot, Ethereum 2.0, and Cosmos in Table 4.

In phase 0, the beacon chain of the Ethereum 2.0 network will be launched, implementing PoS
and managing the validator registry. The beacon chain is meant for testing purposes and does
not have functionality: Ethereum 1.0 will continue to operate. In phase 1, the old main chain
and the beacon chain are merged, resulting in a single consolidated chain. Blockchain sharding
techniques are used to raise Ethereum 2.0 throughput. Phase 2 focuses on enabling ether accounts,
transactions, smart contract execution, and possibly further interoperability features [31].

Ethereum 2.0 is suitable to serve as a baseline, as its performance in terms of throughput will
be close to Blockchain of Blockchains; and furthermore, Ethereum is one of the most popular
blockchains regarding dApps and industrial use cases.

Polkadot and Ethereum 2.0 have a different approach to interoperability than Cosmos. Cosmos
relies on a bridge-hub architecture, making it challenging to scale; Polkadot and Ethereum 2.0 have
a shared-security/sharded approach, thus providing better scalability.

Polkadot and Ethereum 2.0 have block production protocols, BABE and RanDAO + LMD Casper,
respectively. Moreover, Polkadot and Ethereum 2.0 have finality sub-protocols, GRANDPA, and
Casper FFG. Those protocols have to be implemented to provide sharding functionalities. Polka-
dot can achieve up to 100 shards while Ethereum 2.0 can support 64 shards. Cosmos do not support
horizontal scalability via sharding. However, a shared security layer, similar to Polkadot’s, is be-
ing idealized. In particular, it would allow a zone to inherit the validator set from another zone,
allowing for transaction offload.

On Polkadot, the main chain is the relay chain, relying on the DOT token. Ethereum’s 2.0 main
chain is the Beacon chain, using Ether. Cosmos’ main chain is the Cosmos Hub, and the token
used is ATOM. The main chain state transition function in Polkadot is an abstract meta-protocol
relying on web assembly. Cosmos and Ethereum 2.0 utilize fixed functions.

The finality fault tolerance, i.e., the minimum required number of faulty nodes to compromise
the network, is one-third of the nodes less one) for all solutions, with different latencies. Although
those solutions have different finality times, one should note that Polkadot and Ethereum 2.0 rely
on a sharding strategy.

Polkadot and Cosmos utilize smart contracts and state transaction functions (provide an
interface for smart contract execution [93]). Ethereum 2.0 only supports smart contracts. All
solutions have robust governance mechanisms, namely, decision making and decision enactment

21https://github.com/KomodoPlatform/komodo.
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Table 4. Comparison between Polkadot, Ethereum 2.0, and Cosmos [29, 69, 93]

Polkadot Ethereum 2.0 Cosmos

Model
Sharded,
pure-abstract STF

Sharded,
fixed-function STF

Bridge-hub

Consensus

protocol
GRANDPA/BABE Serenity Tendermint

Main Chain Relay chain Beacon chain Cosmos hub

Main Chain State

Transition Function

Abstract
meta-protocol

Fixed-function Fixed-function

Finality fault

tolerance
33% 33% 33%

Finalization expected

latency
6–60 seconds 6–12 minutes Instant

Horizontal Scaling

(sharding)
Yes Yes Not available

Governance
Lock-vote; Committees;
council

Forks Coin-vote

BTC Token Support Two-way peg Not available Two-way peg

ETH Token Support Two-way peg One-way peg Two-way peg

EVM Sidechain bridging Parity PoA Not available Two-way peg

mechanisms (e.g., multicameral governance mechanism with conviction voting in Polkadot,
coin-vote signaling in Cosmos). Polkadot has enhanced governance with a tech committee and
an on-chain treasury. In Cosmos, validators can vote on behalf of the ATOMs staked to them,
although it is possible for ATOM holders to directly vote, canceling the staked validators’ vote.

Regarding compatibility and bridging, Polkadot and Cosmos have two-way pegs to the Bitcoin
and Ethereum networks. Ethereum 2.0 has a one-way peg with Ethereum, in which only Ethereum
users can send Ether to Ethereum 2.0. Both Polkadot and Cosmos can communicate with sidecha-
ins. Polkadot further implements bridging capabilities, by leveraging substrate, achieving shard
compatibility.

E HYBRID CONNECTORS

We now describe some of sidechain solutions we identified in the literature. Table 5 summarizes
each solution and aggregates them into the corresponding subcategory. One can assert that from
the 14 solutions identified, 3 are trusted relays, 4 are blockchain-agnostic protocols, 4 blockchain
of blockchains, and 3 blockchain migrators.

E.1 Trusted Relays

Trusted relays are trusted parties that redirect transactions from a source blockchain to a target
blockchain.

Kan et al. introduce a protocol that delivers atomicity and consistency through asset escrow
(third-party releasing locked assets under specific conditions) and a three-phase commit [49]. This
scheme assumes a trusted party. The authors provide a superficial evaluation, consisting of custom-
made blockchains.

Abebe et al. propose a generalized protocol for data transfer, with a particular focus on per-
missioned networks [1]. They introduce system contracts, a relay service, and a communication
protocol.
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Table 5. Comparison of Hybrid Connector Solutions

Reference
Transaction
Validation

Protocol
Supported

Blockchains
Public
PoC

Trusted
Relays

Montgomery et al. [66]∗ � Trusted escrow party
Cross-blockchain transactions
signed by validator quorum

Private �

Kan et al. [49] Trusted escrow party
3-phase-commit
protocol

– ×

Abebe et al. [1]
Relay service,
verifiable proofs,
system smart contracts

System contracts,
communication protocol,
protocol buffers

Private ×

Falazi et al., [33]
Centralized
Gateway

Smart Contract
Invocation Protocol

Private, Public ×

Blockchain-
Agnostic
Protocols

Hardjono et al. [42]
Blockchain
Gateways

– – ×

Vo et al. [89] –
×—but Multi-Protocol
Communication is referred

– ×

Interledger Protocol [90]∗ � (Trusted)
Router

Packet Switching (ILPv4) Private, Public �

Hyperledger Quilt [44]∗
(Trusted)
Router

Packet Switching (ILPv4) Private, Public �

Blockchain
of
Blockchains

Verdian et al. [92]∗ �
BPI, Messaging,
Filtering and
Ordering layers

Based on
posets and order theory

Public ×

Liu et al. [60]
NSB,
ISC

UIP protocol Public �

Block Collider [47]∗ � Base tuples
Proof of Distance
(PoD)

Public �

Amiri et al. [3]
Blockchain views,
internal and
external transactions

Hierarchical consensus
and one-level consensus

–1 ×

Blockchain
Migrators

Frauenthaler et al. [35]
Enforced by
smart contracts

Adapters Public �

Scheid et al. [81]
Enforced by
smart contracts

Adapters – ×

Fynn et al.[40]
Enforced by
smart contracts

Move Operation Public ×

�Our description was endorsed.
∗ Considered grey literature.
× Lacks implementation or implementation is not public.
– Not defined or not applicable.
1 CAPER instance enables cross-application transactions.

The conceptual mechanisms that achieve interoperability are the relay service and system con-
tracts. The relay service acts on behalf of each blockchain, serving requests from applications using
the blockchains. Relay services communicate with each other using protocol buffers, a method of
serializing structured data, and require verification policies to be satisfied by the requester (by ver-
ifying a proof). They are also responsible for translating the network-neutral protocol messages
into blockchain-specific transactions on the target blockchain. Although the authors defend that
relayers operate with “minimal trust” (as they require verifiable proofs coupled with every request),
they are trusted in the sense that they follow the protocol, i.e., do not suffer from Byzantine faults.

System contracts are smart contracts that manage data exposure, such as identity and disclo-
sure of network information. One can consider system contracts to be smart contracts handling
infrastructural aspects, being an extension to the business logic encoded in most smart contracts.
Moreover, such contracts use access control request policy rules against incoming cross-network
requests, and if such information is valid (given an attached verifiable proof), according to a spe-
cific verification policy. The generation of proofs based on verification policies, and its subsequent
validation, allow for trust distribution regarding cross-network transactions.
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Falazi et al. [33] propose an abstraction layer that provides a uniform interface for external
client applications to communicate with blockchains and smart contracts. The proposed proto-
col, Smart Contract Invocation Protocol (SCIP), exposes an interface with several elements
(roles, methods, data, and message format), which can be used by applications to issue transac-
tions against different ledgers. The available request messages include (i) the invocation of a smart
contract function, (ii) the subscription to notifications regarding function invocations or event oc-
currences, (iii) the unsubscription from live monitoring, and (iv) the querying of past invocations
or events.

E.2 Blockchain-Agnostic Protocols

Blockchain-agnostic protocols enable cross-blockchain or cross-chain communication between ar-
bitrary distributed ledger technologies.

Hardjono et al. proposed a model for blockchain interoperability, in the context of the Trade-
coin22 project [42].

Each blockchain is seen as an autonomous system (or routing domain), as a connectivity unit
that can scale. Such autonomous systems have a domain-centered control with distributed topol-
ogy. Entities that execute and validate cross-blockchain transactions are called gateways.

Generally, the conceptual mechanism that underlies the interoperability scheme is the ability
of gateways to be autonomous and discoverable. Gateways can then redirect transactions to the
corresponding blockchain.

Kan et al. presented a theoretical work on how blockchains can execute cross-chain transac-
tions, via several actors: validators, nominators, surveillants, and connectors [49]. Validators verify
and forward blocks to the correct destination. Nominators elect validators. Surveillants monitor
the blockchain router’s behavior. The proposed protocol aims participants to achieve a dynamic
equilibrium state, using incentivization (fees awarded to the parties following the protocol). No
implementation details are provided.

Hyperledger Quilt is a Java implementation of the Interledger protocol [44]. While Interledger
implements connectors, Quilt implements several primitives of the Interledger protocol, namely,
interledger addresses, ILPv423, payment pointers, ILP-over-HTTP, simple payment setup protocol,
and STREAM.

Quilt is an open source project,24 and it is interoperable with other implementations, such as
Interledger Rust25 and InterledgerJS.26

Other systems are focused on building cross-blockchain dApps, by organizing blocks that con-
tain a set of transactions belonging to CC-dApps, spread across multiple blockchains. Such system
should provide accountability for the parties issuing transactions on the various blockchains, as
well as providing a holistic, updated view of each underlying blockchain.”

Overledger aims to ease the development of decentralized apps on top of different blockchain
infrastructures [76, 92]. Interoperability is achieved by using a common interface among ledgers.

Overledger proposes a four-layer approach. The transaction layer contains different block-
chains, and stores transactions coming from them, while the messaging layer retrieves relevant
information from the transaction layer, coming from heterogeneous blockchains: transactions
from a pool of transactions, metadata, or smart contracts. The filtering layer and the ordering layer

22https://tradecoin.mit.edu/.
23https://github.com/interledger/rfcs/blob/master/0027-interledger-protocol-4/0027-interledger-protocol-4.md.
24https://github.com/hyperledger/quilt.
25http://interledger.rs/.
26https://github.com/interledgerjs/ilp-connector.
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create connections between messages from the messaging layer. Messages are ordered and filtered
according to a specific set of rules (e.g., respecting a schema, containing specific cryptographic
signatures). In particular, the filtering layer requires knowledge about all the different blockchains
included in Overledger.

Overledger requires a block ordering mechanism to ensure the total ordering of cross-blockchain
transactions: the application scans the compatible ledgers’ transaction hashes and places them into
a verification block. Transactions in a verification block are modeled as a total poset, in which a
binary relationship is used to compare the order of transactions within a block [92].

Overledger achieves blockchain interoperability using a protocol for message-oriented middle-
ware that implements a protocol similar to the 2-phase-commit scheme, instead of relying on
adapters between a central blockchain and external blockchains, but no details are given.

Block Collider enables smart contract communication among smart contracts located in different
chains [47]. The goal is to alleviate the developer’s work while building decentralized apps that
use several blockchains.

Block Collider unifies the latest blocks on each bridged chain via blocks’ base tuples: every block
references the header of the block from each of the bridged chains. This allows Block Collider to
be a decentralized unifying chain.

The consensus mechanism for determining the following block head is the proof of distance,
a variation of PoW. Proof of distance uses an algorithm in which a string edit distance scheme is
used. In this scheme, the idea is to hash to be filtered within some distance of a reference set. Block
Collider is an open source project,27 and supports various cryptocurrencies, including BTC, ETH,
USDT, WAV, LSK, NEO, DAI, and Tether Gold.

E.3 Blockchain Migrators

Blockchain migrators allow an end-user to migrate the state of a blockchain to another. Currently,
it is only possible to migrate data across blockchains, although moving smart contracts is also
predicted [67].

Frauenthaler et al. propose a framework for blockchain interoperability and runtime selection
[35]. The framework supports Bitcoin, Ethereum, Ethereum Classic, and Expanse. This framework
is app-centric since the user can parameterize the app with functional and nonfunctional require-
ments. The framework can choose a blockchain at runtime, allowing a blockchain to route trans-
actions to other blockchain, depending on weighted metrics.

Some metrics include the price of writing and reading from a blockchain, the exchange rate
between the cryptocurrency supporting a blockchain and the dollar, the average time to mine a
block and the degree of decentralization.

Based on such metrics, and their weight, specified by the end-user, the blockchain selection algo-
rithm computes the most appropriate blockchain. According to the authors, switching to another
blockchain can help users to save costs and make them benefit from a better infrastructure (e.g.,
better performance, higher decentralization, better reputation). This solution does not tackle the
migration of smart contracts. However, data transfers are possible (i.e., data is copied from the
source to the target blockchain). This project is a centralized application ran by the end user. It is
open source.28

Scheid et al. propose a policy-based agnostic framework that connects, manages, and operates
different blockchains [81, 82].

27https://github.com/blockcollider.
28https://github.com/pf92/blockchain-interop.
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Table 6. IoB and BoB Use Cases
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Decentralized
Finance

+ + +

Cross-blockchain
dApps

- ± +

Blockchain
Migration

- ± +

Enabling Enterprise
Business Processes

+ ± ±

+ Use case already implemented.

± Use case being developed.

– Use case not planned.

Policies can be defined to optimize costs or performance. If one chooses to minimize costs as-
sociated with data storing, the framework chooses the blockchain which has the cheapest cost
of writing. Conversely, performance policies can configure the framework to minimize a transac-
tion’s confirmation waiting time. The authors include AAA access control, as defined by the OASIS
consortium [70], to manage policies.

The platform is blockchain agnostic, but details on supported blockchains are not provided.
Although this work is not a functional blockchain migration tool, it allows the flexibility needed
for blockchain migrations.

F USE CASES

Example use cases related to cryptocurrency-related techniques are cross-chain payment channels
[6, 47, 62, 84], efficient multi-party swaps [17, 38, 97], point of sales and utility tokens [84], and
decentralized exchanges [19, 97]. As a notable use case, we highlight decentralized exchanges [95],
leveraging HLTC techniques to allow users to exchange assets from different blockchains directly
with other users.

Blockchain of Blockchains [5, 54, 87, 96] do implement decentralized exchanges, and predict
decentralized banking as use cases. For example, the decentralized exchange Binance [10] utilizes
the Cosmos SDK. Blockchain gaming platforms29 and stablecoins30 have been implemented with
Polkadot. Moreover, Blockchain of Blockchains can stimulate blockchain adoption by enterprises.
By using Cosmos, zones can serve as blockchain-backed versions of enterprise systems, whereby
services that are traditionally run by an organization or a consortium are instead run as an appli-
cation blockchain interface on a particular zone. Some authors proposed an IoB approach for a
central bank digital currency [88], which could be realized with a blockchain engine solution.

29https://xaya.io/.
30http://bandot.io/.
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Regarding Hybrid Connectors, we highlight blockchain migrators, as solutions that can reduce
the risk for enterprises and individuals when investing in blockchain. By reducing risks, investors
can expect a higher return on investments [94]. Hyperledger Cactus, a blockchain interoperability
project, includes a blockchain migration feature, which allows a consortium of stakeholders oper-
ating a blockchain to migrate their assets (data, smart contracts) to another blockchain [67]. Other
use cases can be realized: cross-blockchain asset transfer, escrowed sale of data for coins, pegging
stable coins to fiat currency or cryptocurrencies, healthcare data sharing with access control lists,
integration of existing food traceability solutions, and end-user wallet access control.

More generally, a blockchain of blockchains approach can be leveraged to solve current prob-
lems. In [9, 21], the authors argue that accidental failures and security events (in particular, internal
data breaches) is a problem for the end-user. This problem can be alleviated by creating a “cloud-of-
clouds” for extra security and dependability, on top of individual cloud providers that do not offer
enough trust. One could argue that one can use a blockchain of blockchains approach to increase
the dependability of services, as well as their security.

Collecting, storing, accessing, and processing data is not only a common practice across indus-
tries but also essential to their thriving. Often, a use-case has several stakeholders with different
needs, who belong to different organizational boundaries. Those stakeholders might have different
access rights to data [7, 8]. Thus, developers adapt the features of the blockchain they are using
to the (sometimes conflicting) needs of their stakeholders. It is important to underline that devel-
opers want flexibility regarding their blockchain choice, as they might want to change it in the
future [35]. This particular need is related to the possibility of vendor lock-in, which also happens
in cloud environments [51]. The need for this flexibility can be achieved by leveraging blockchain
migration or multiple blockchains.
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