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-1 Citius manages judicial courts’ processes

o o _.§

- Important to the well functioning of justice C't, us
REPUBLICA IGF El
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DA JUSTICA I.P.
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Motivation

Citius’ |

Pagina temporariamente indisponivel

Vimos por este meic mformar que por motives de reakzacdo de intervencdes técnicas
imprescindivess, a plataforma CITIUS, estara indisponivel até as 23h59m do dia 31 agosto
2014 (domingo)

Agradecemos 3 VOSSA compreensdo ¢ pedimos desculpa por possivers INCoOmodos
CaUSIC0S

In the news

34 | DESPORTO

DESPORTO

Abelga,de 36
anos, vaivoltar
aos ‘courts’em
2020. Aex-n21
mundial é méae de
3filhos ejacon-
quistou 4 titulos
do Grand Slam.

EMPRESARIO

M NEGOCIO
O BENFICA

PROFUTE © Ex-assessor juridico das dguias
abriu uma empresa de agenciamento
de jogadores em janeiro e, entre outras
intervencdes, esteve envolvido na renovacio
de Salvio e na contratacdo do avancgado Cidiz

Paulo Goncalvesdeixouo Benﬁca em setembro de 2018 e ja participou em pelo menos cinco negdcios de jogadores em que o clube esteve envolvido

MARIO FIGUEIREDD

aulo Gongalves esteve
P envolvidoempelo menos

cinco negociosefetuados
pelo Benfica, quatro contrata-
¢oeseaumarenovaciode con-
trato (Salvio, emjaneiro), apu-
rouo Correioda Manha.

O advogado, antigo assessor
juridico do Benfica - deixou a
Luzemsetembrode 2018 - ear-
guido no processo E-Toupeira
(ver caixa) participou nas
transferéncias de Bernardo
Martins ¢ Pedro Henriques do
Leixdesparao Benficaatrocode
1,6 milhoes de euros, Saoambos
representados pelo agente An-
lonio Teixeira. O médio ofensi-
vo, de 21 anos, nem aguecen o
lugar naequipa Bdosencarna-
dosefoicedido ao P.Ferreira. Ja
oavangado, de 22 anos, partici-
pounos quatrojogos dos bés.

Paulo Gongcalves interveio
também na contratacio do
avancado brasileiro Joao Bor-
ges, de 19 anos, que saltou do

Berco Sport Clube (Guimaries)
para a equipa de sub-23 das
dguias. E igualmente tera tido
um papel ativo na contratagio
do colombiano Cadizao V. Se-
tubal por um valor a rondar os
trésmilhoes de euros. Maisum

INTERVENCAOEM
QUATRO CONTRATACOES
EUMARENOVACAO

GONCALVES CRIOUUMA
EMPRESA DE ASSESSORIA
ECONSULTORIA: PROFUTE

dos jogadores que nio aguecen
olugarnalLuzejafoiempresta-
do aos franceses do Dijon.

Mas Paulo Gongalves tambeém
teve wm papelativonarenova-
¢ao de contrato de Salvio. O
Benficaprolongou o vinculo do
argentino em janeiro. Tinha
contrato até 2022 e apesar das

juras de amor aos encarnados
acabou por sair do clube seis
meses depois para o Boca Ju-
niors, num processoconturba-
do que renden oito milhdes de
euros as dguias.

O Benfica nao confirmou ao
CM a intervencido de Paulo
Gongcalves em nenhumdestes
negocios, mas admitiu que o
advogado possater participa-
do nas negociacoes a pedido
dos referidos jogadores ou dos
seus empresarios.

AexperienciaGongalves tam-

bém podera Ler sido requerida
por ‘Toto' Salvio aquando do
processo de renovagao de con-
trato como Benfica.

Em janeiro, Paulo Gongalves
abriuvuma empresadeagencia-
mento de futebolistas. A Profu-
te Consultoria Unipessoal LDA
dizque fornece servicosde con-
sultoriaeassessoria, Temescri-
torioem Lishoae parceriascom
profissionais sedeados no Porto,
Londres, Bruxelas, Split, Bue-
nos Aires, Riode Janeiro, Mon-
tevideo e Dubai. o

EX-DIRIGENTE RESPONDE POR 50 CRIMES

[ Paulo Gongalves vairespon-
der em tribunal por 50 crimes
no processo E-Toupeira:um
aime de corupeao ativa, seis
de violacao de segredode Justi-
¢a. 2ldeviolacaodesegredode
Justica por funcionario, 1 por
acessoindevido e outros 11 por
violacdododever desigio.

Alemde Paulo Gongalves vaoser
aindajulgades JalioLoureiro e
José AugustoSilva.ambos fun-
ciondriosjudiciais, que respon-
dem, respetivamente, por47
e75crmes,

JaaBenficaSAD, que chegoua
seracusadapor 30 crimes, nao
vaiajulgamento. e

gravidade dos crimes imputa-
do\ a0s arguidos num recurso

nterposto por um funciona-
rio judicial.

Bastava mudar
as passwords

O acesso ao sistema infor-
matico Citius era simples.
Bastava José Silva ‘errar’
trés vezes na password de
um magistrado que nao ace-.

desse ao sistema. O compu‘*
tador pedia novasenha, o
que o proéprio criava. A’ par—
tir dai, entrava nos proces-
sos e acedia a informacao. e
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W TECNICO LISBOA Motivation Breach Flow

Breach Digital o

|:> forensics @ Accountability :>
Unduly @
usage

Lack of
guarantees

-1 Ultimately, attackers can get away




W TECNICO LISBOA Problem Statement

-1 How to increase the resiliency of audit logs at the Portuguese
justice?



W TECNICO LISBOA Objectives

1 Guarantee audit logs’ integrity (and availability)

-1 Control access to audit logs
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Related
Work

Solution,
Evaluation

Conclusion

Outline
J Blockchain Obitcoin -
| q:nlq €& MultiChain
1 Hyperledger Fabric N o
. v
- Audit Logs .
2 :::. cthereur ra, /&) Tendermint
-1 Access Control i
""" . e soccnancien.
-1 JusticeChain .
. . Ma::gerﬂ Hggrenr;ige?rLBmckchain HYPERLEDGER
- JusticeChain v2 — e CALIPER
J Conclusions
1 Contributions &) Sori IEEE
A Springer Access |GFE).

D F u t u re W O r‘ k HYPERLEDGER D:;SQTleéil?s E EQUIPAMENT 0s



w TECNICO LISBOA Why Blockchain?

AR
-

J Legislative power vs judicial power

-1 Conflict of interests, leading to lack of trust

-1 Blockchain distributes trust, giving guarantees to the government and judges



W TECNICO LISBOA Related Work Blockchain

Block #3

Content Content + hl Content + h2

Hash #1 Hash #2 Hash #3

-1 Global ledger maintained by consensus

Obitcoin



W TECNICO LISBOA Related Work Ethereum: Proof of Stake

-1 Not based on the computational power of the network. Based ‘
on the amount of coins held, i.e., the stake on the network v

- Introduction of smart contracts eT h ereym

Brings other problems:

-1 Nothing at stake: based on double-spending problems on forks

- In order-execute paradigm all nodes execute transactions
sequentially (expensive)



() recnico Lisson Related Work Limitations of Public Blockchains

-1 Computationally expensive

Obitcoin

1 2009, Blockchain v1.0

1 Performance (6-7 tps)

‘ -1 Sequential execution - performance

N4

eT h ecreurm 1 Confidentiality/privacy issues

-1 2014, Blockchain v2.0 J Static consensus algorithm



() recnicoiseos Related Work Permissioned Blockchains

L €& MultiChain

TR
L Y RCLS
~ ry s
HYPERLEDGER Quorum
FABRIC

C@) Tendermint



() recnico Liseon Related Work Hyperledger Fabric

HYPERLEDGER ===
Blockchain
/ a \ E] A - Ledger
Channel [Z] Application
1 -
PZ u Principal PA (e.g. A, P1)
l.]. ' Peer & | communicates via
channel C.
y [3 Chaincode

Source : https://tinyurl.com/rhfep4g



() recnico Liseon Related Work Hyperledger Fabric

Blockchain
Network

/ 2.1 peer invokes chaincode with proposal \

L1

i
: Chaincode
L-___. 4.2 peer updates ledger

Application

1. connect to peer

2.2 chaincode generates

query or update
proposal response

2. invoke chaincode (proposal) Peer

3. proposal response

|
: 5. ledger update event

using transaction blocks
4. request that transaction is ordered

4.1 Transactions sent

to peers in blocks y

Source: https://tinyurl.com/rhfep4g

Ledger

Orderer




() recnico Liseon Related Work Hyperledger Fabric

Blockchain

Ledger
Network - .
Channel @ Application
PA g
- Principal PA (e.g. Al, P5)
Peer | - | communicates via
. | channel C.
A Organization

Organization R owns application Al

|
— () ; | and peers P1, P2.
e P1| | P2 /
\\ _ ) | ”/




W TECNICO LISBOA Related Work Audit LOgS

Author IC | IA | SPF | D | DP | FGP
Cohen, 1987 [17] vV | x v X | - -
Bellare et al., 1997 [6] v | x v X | - -
Schneier et al., 1998 [64] v v v X | - -
Snodgrass et al., 2004 [66] v |V v X | - -
Ma and Tsudik, 2009 [44] v v v X | - -
Ray et al., 2013 [60] 7 v | x x |- |-
Bharathi and Rajashree.

2014 [7] | | B s ]
Cucurull and Puiggal, 2016 [20] v v | x v | x X
Sutton and Samavi, 2017 [67] v | v | x vV | x X
Pourmajidi and Miranskyy.

2018 [58] v | Vv | x v | x X
Anderson and Smith, 2018 [2] v v X v |V X
Ahmad & Saad & Mohaisen, 2019 [1] | v v X v |V X

Table 2.2: Features from contributions to audit logs.



() recnicouiseoa Related Work Blockchain Audit Logs

Blockchain Logger Audit Log Auditor

Privacy log event

>
Signed event
>
D S Utto N an d Hash of signed event
. <
Samavi,
Record of integrity proof
[2017] |
Compliance query
<«

Log integrity query (signature
verification of signed events)

<
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J Authentication
J Authorization

-1 Accountability




() recnicoviseoa Related Work Access Control (AAA)

Accountability

Monitors activity

3
i.e. Log Application

Y
Client ” . PEP L d PDP
Requests access Enforces policies Makes decisions
A
i.e. Personal Computer i.e. Access Point i.e. RADIUS Server
v
PIP

Holds information

i.e. LDAP Directory



() recnicoiseos Related Work Blockchain Access Control

Author D | FGP | S | PB | MS
Zyskind et al., 2015 [86 v |V x | x %
Laurent et al., 2018 [50! v |V X | x X
Zhang et al., 2019 [83 vV |V X | X X
Uchibeke et al., 2018 [73] | v | V X | v X
Maesa et al., 2019 [48 v |V vV | X X

Table 2.3: Features from contributions to blockchain access control.



() recnicoiseos Related Work Blockchain Access Control

Frontend
‘ | > PEP PAP  le—1|
User \. Resource owner
-J Maesa et al. CH
[2019]
CH
e - PDP
AM .
Blockchain - elp
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J JusticeChain

J Evaluation

1 JusticeChain v2

J Evaluation

J JusticeChain vs JusticeChain v2



w TECNICO LISBOA Solution JusticeChain

-1 JusticeChain, a blockchain-based system for protecting and managing accesses to

logs
~1~
- Blockchain Component: Permissioned, private blockchain oY &
N
"UFABRIC

-1 Blockchain Client Components n ‘ d e
@®

- Implemented with Hyperledger Composer
9-\\\_\3\":; /. /

\| / > |/
-\.’: -~ -'-.__j‘

HYPERLEDGER
COMPOSER




() recnico Lisson JusticeChain: Data Model

Log <<Enumeration>> <<Enumeration>>
. LoggerState LoggerLevel
Assets: + logld: String
. + logOriginalTimestamp: DateTime Active EMERG
J Audit Lo gS + organisationld: String Inactive ALERT
+ originLogger: String CRIT
ERROR
WARNING
NOTICE
INFO
7‘-‘"65 Extend\s DEBUG
¢ o CitiusLog CitiusLog_30 Auditor Logger
3 participants: _ . _ . . . .
+ attribute_1: String + attribute_1: String + auditorld : String + loggerld: String
+ attribute... : String + attribute... : String + organizationld: String + logNumber: Int
+ attribute _20: String + attribute _30: String + permissions: String[0..*] + loggerName: String
N + organizationld: String
D LO g ge r + level: LoggerLevel
+ state: LoggerState

J Auditor
1 Network Admin Administrator




K recnicoisson JusticeChain: Blockchain Client

JusticeChain Client: Auditor 1 Blockchain Client e
E Aiidit. Components - | |
1 Retrieves logs SN
P | Network™ J
1 FEPTOLESSES c?gs | Adin JusticeChain Client ™ . | -
Issues tran§actlons to k S T Hyperledger |
the blockchain Manager — Composer -+ Blockchain
Server |
____________________ | Legh =
Manager
£
J For more E Oracle
decentralization, there ; =
. E i Logger
can be multiple : —
- - - @ Information

..............................



() recnicoiseos JusticeChain: Blockchain Components

. provides credential
“to participants Network I

IGEEJ-CA > configurations % Ordering Service (orderers)
(NC)- = 8 A A -

..............................................

Consortium System 4 J GEES)
: haincode E IGFEJ — :
¢ L1 Client

(per) C©F 1| L_— Channel Logs

: S1/S2 L
QGQ/ @ CoJ | \ PGR 3] - S

......................................

Legend

8 Shared ledger IGSJ —@ CSM —@ COJ -—@

O Applicational Chaincodeﬁ \ B |
® [® |@
: Peer node :

.....................................................................................................................................................

% ./ Blockchain client

-~
LT -~
T e e e e e e e e e e e e ————————————— - - - -
-

- Client - Client - Client

..........................................................................................................................................




() recncovisson JusticeChain: Limitations

-1 Performance: Hyperledger Composer and Hyperledger Caliper

. JusticeChain does not necessarily capture the whole
access control flow:

-1 Some information may not be
recorded (accesses)



[ récnicoLiseon JusticeChain v2

Hyperledger Fabric

( ChainCode \

PDP smart contract
Off-chain organization (Policy Decision Point)

\ PAP smart contract (Policy —Install—> Peer D))

Administration Point)

AM smart contract Instantiate PDP
(Attribute Manager) ¢

—Request for storing attributes™>

< Ask for access permissions__ \ / Channel 1

Policy
Enforcement
Point (PEP)

J ) D)) Query attributes and policies
Store attributes\and policies

User

Hyperledger Fabric Ledger




() recnicoviseon JusticeChain v2: AAA architecture
% inspect logs

Auditor Blockchain Client 1
E Audit {l E Blockchain g
Manager :
Client side ; g s O
E | Q ; ?
o . | User O Cliented |- pep & SHELCCCEI, pop O
: Interface ; Client :
: = : I
End user . 0 : requires data
5 » ; prp O
Policy, 3
: Managg] : queries
5 (PAP) ; .
----------------------- : e ;
create {l
smart policies Oracle
Network Admin :
queries

V
PIP (A[l;:1




() recnico Lisson JusticeChain v2: Limitations

-1 Privacy: access control policies can be seen by all participants

-1 Evaluation comprised simple access control policies and
rules



() recnicoviseoa JusticeChain and JusticeChain v2 Evaluation

-1 Evaluation Methodology

-l Setup HYPERLEDGER

CALIPER

1T

- Throughput and latency

-l Storage



w TECNICO LISBOA Methodology

- What is the throughput rate JusticeChain can achieve?

- What is the latency of JusticeChain, i.e., what is the time window needed for
logs to be secured?

1 What is the cost, in terms of storage, of protecting logs, i.e., what is the
scalability of JusticeChain?



w TECNICO LISBOA EFvaluation SEtUp

- 2 orgs, 2 peers

J 1 channel

J Solo orderer

1 Variable number of clients/Loggers
J Backlog rate controller

-1 Google Cloud: London,UK with
16vCPU and 60GB of memory, and a
50GB SSD

: JusticeChain Performance Test \#1 -

: CitiuslLog; 100Tx, 1 Client

2 local

: justicechatin-network

- 100

. fixed-feedback-rate

: createlogs
: justicechain-network. js

- docker
- process

- all

: node
: local-client.js
. avg

createlogs




() recnicoviseoa JusticeChain: Throughput and Latency

l I l l I l l | 70 I I I I l I | l l |
—&— 1 client —&— 1 client
—=- 3 clients 60 || —= 3 clients -
—&— 9 clients =i —=— 5 clients
. —=— 10 clients % 50 {510 clients | f e
:éﬂ 40 |- N S
5 35 i o 40} :
8-1 30 - — 8
= b
= 25 B S 30 _
E g
° l <
- 1 10 | -
o 1l R
| | | | | | | | L m 0 ] | | | | | | | | §
100 200 300 400 500 600 700 800 9001,000 100 200 300 400 500 600 700 800 900 1,000
Backlog size (transactions) Backlog size (transactions)

Figure 4.4: Variation of the throughput with the size of the backlog Figure 4.5: Variation of the latency with the size of the backlog



K recncovissos JusticeChain: Storage

l l I | l I

-1 What S t.he storage required foreach o) | 0 o T .
committing peer, for a yeéd re 1.81.107% - & — 1.96 lin. CitiusLogag /
qo L | 163 1072 - 2 — 1.62 lin. CitiusLogio . o
=)
. . -~
J For a log entry with 10 attributes: - 60F ]
a0l
5.67TB x
5 40 .
oty
B
a
20 |- :

-1 Required storage evolves linearly

. 'I'.-.
“
O I/

l | | | |
0 1,000 2,000 3,000 4,000 5,000

Number of transactions




() recnicoviseon JusticeChain v2: Throughput and Latency

300 =

— Kafka 0.3

-  Raft
250 — '

200 - 99

150 -

100 363

Throughput (transaction per second)

0 1 | | | | |
0 100 200 300 400 500

Send rate (transaction per second)
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16
14
T 12
C
o
o 10
L)
o 8
C
e
© o
S
© 4
>
I 2
0
—2

JusticeChain v2: Throughput and Latency

— Kafka 13.79 13.97
—— Raft
11.69
v 9.98
3.2
0.38 0.39 &
8 0.4 03

I I I I
100 200 300 400

Send rate (transaction per second)

500
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Evaluation

Blockchain Client |

JusticeChain vs JusticeChain v2

Components

Composer
Server

Hyperledger | |

Blockchain
- Components

Blockchain

Auditor ———— 1 °°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°°
Audit
' Frontend
Network™ |
Admin JusticeChain Client ©
; Audit *
Manager —
___________________ | Log d
| Manager
==
Oracle
A o
Logger
. ]
o Information
End user System

Channel Logs

v

Accountability

........................................................................................................................



[ recnicouiseon JusticeChain vs JusticeChain v2

.................

-----------------
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PR 1 Blockchain Client Blockchain
Redit Components Components
Frontend : '
Network™ ) | Z]
Admin ’ JusticeChain Client © | Blockchain
| Audit * -
Manager - Channel Logs +
PAP | Policy Access Control
Frontend | Manager PDP " PIP
— 5
Accountability
- g | . . d
e 0 T e S T ~  PEP ’ ~{  Authorization




w TECNICO LISBOA Conclusions JusticeChain

-J We tackle the three main challenges at IGFEJ:

-l Increase integrity

J Distribute trust

-1 Control access to logs

I Limitations: expensive solution (throughput, storage)

- JusticeChain can address those challenges

- JusticeChain proof of concept, to be implemented at the Portuguese justice



w TECNICO LISBOA Conclusions JusticeChain v2

-1 How to provide a secure, decentralized access control system that:

-1 Captures all access control
requests

J Increases trust distribution

-1 Regarding trust: stakeholders can now know if resources are being denied to
them unduly

J Extensible to other domains

- Limitations: expensive solution (throughput, storage).

- JusticeChain v2 encompasses JusticeChain’s features and distributes trust
regarding authorization.



() recnicoLisson Conclusions Communication

J R. Belchior, M. Correia & A. Vasconcelos (2019). JusticeChain: Using
Blockchain to Protect Justice Logs, OTM Confederated International
Conferences" On the Move to Meaningful Internet Systems, Greece, Oct
21-25. Berlin, Germany: Springer Verlag (Rank A)

1 R. Belchior, M. Correia & A. Vasconcelos (2019). Towards Secure,
Distributed, and Automatic Audits with Blockchain, submitted at The
European Conference on Information Systems (Rank A)



() recnicoLisson Conclusions Communication

1 Blockchain-based access control system proof of concept, available as an
open-source project at Hyperledger Labs, validated by the Hyperledger
Foundation.

J S. Rouhani, R. Belchior, R. Cruz & R. Deters (2019). Hyperledger Fabric

Attribute-Based Access Control System: A Step Towards Distributed Access
Control Using Blockchain, submitted to IEEE Access (Q1)

S THE
LINUX

HYPERLEDGER L FOUNDATION




w TECNICO LISBOA Future Work

-1 On JusticeChain v2 legit authentication is assumed. Extend to authentication

J Explore different options to overcome the performance limitations (e.g., using another
blockchain).

-1 Explore the usage of several blockchains to increase the dependability of an
blockchain-based access control



TECNICO LISBOA Demo JusticeChain

& Hyperledger Composer X s

< C @ © (O localhost:B8080/test i\

JUU TLULTLUFN ¢ "LOmnou0 rure., ’

"auditutilName": "Commodo.",
1O "auditHostName": "Id cupidatat velit velit.",

11 "auditHostIP": "Tempor ut ipsum eu aliquip.",
12 "orocesso": "Eiusmod nostrud nisi ipsum.”,

13 "tribunal”: "Ullamco aute cupidatat.",

14 "unidadeOrganica": "Laborum.",

15 "clientAuditID": "Tempor occaecat ut deserunt amet.",
16 "3dTribRef": "Ullamco incididunt ipsum minim.",

17 "idUnOrgRef": "Ejusmod Lorem.",

1 "auditutilID": "Non.",

19 "CuditMCcCdress": "Nisi.",

20 "logId": "3939",

' "logOriginalTimestamp": "2019-11-21T700:10:08.280Z",
"organizationId": "1"

[_] Optional Properties
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@ Parece que nao inicia o Firefox ha algum tempo. Pretende limpa-lo para uma nova experiéncia? E, ja agora, seja bem-vindo(a) de volta! Restaurar o Firefox... | X



https://docs.google.com/file/d/1-XPFwqQCdgjqpq6NnrOPEFnd8gQX5Jac/preview

W TECNICO LISBOA Demo JusticeChain v2

localhost:3000/ X EeS

< C @ © @ localhost: 3t s | n o ® @«
Record Subjects attributes

Subject key
juiz_a

Subject attributes

{ "user™ { "active"; "true”, "dob": "1989-06-06", "infracoes™ 0, "group": 12, "department”: "computer” H

Record Resources attributes

Resource key
processo_benfica
Resource attributes

{ "group™{ "id™12 },"id™:"4203")



https://docs.google.com/file/d/13PV_L-OvXjJ-En95OC29c39OecfciRan/preview

W TECNICO LISBOA

f,( BB “\\EI:@

t‘(}eu | ' | L,," 1 a 7
==wes =) Conselho Superior da Magistratura
"'\l*::‘fk_@ K 4@:‘ ‘g\(;f

d
\;

K

PROCURADORIA GERAL
DA REPUBLICA

'A‘. N
WA/ T\ 17
\/
R
“a\Na

Inspecao-Geral dos
Servicos de Justica

1GS)




TECNICO
LISBOA @inesc id

J

Thank you!

JusticeChain is available at:
‘ ’ https://github.com/RafaelAPB/JusticeChain

Rafael Belchior

rafael.belchior@tecnico.ulisboa.pt


https://github.com/RafaelAPB/JusticeChain
https://www.researchgate.net/publication/342735438

