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2Motivation

❏ Citius manages judicial courts’ processes

❏ Important to the well functioning of justice



3Motivation In the news
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❏ Ultimately, attackers can get away

Breach
Digital 

forensics Accountability Sanction

Unduly 
usage

Lack of 
guarantees

Motivation Breach Flow



5Problem Statement

❏ How to increase the resiliency of audit logs at the Portuguese 
justice?



6Objectives

❏ Guarantee audit logs’  integrity (and availability)

❏ Control access to audit logs



7Outline

❏ Blockchain

❏ Hyperledger Fabric

❏ Audit Logs

❏ Access Control

Related 
Work

Conclusion

❏ JusticeChain

❏ JusticeChain v2
Solution, 

Evaluation

❏ Conclusions

❏ Contributions

❏ Future Work
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❏ Legislative power vs judicial power

❏ Conflict of interests, leading to lack of trust

❏ Blockchain distributes trust, giving guarantees to the government and judges

Motivation Why Blockchain?
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Block #1

Content

Hash #1

Block #2

Content + h1

Hash #2

Block #3

Content + h2

Hash #3

❏ Global ledger maintained by consensus 

Related Work Blockchain



10Ethereum: Proof of StakeRelated Work

❏ Not based on the computational power of the network. Based 
on the amount of coins held, i.e., the stake on the network

❏ Introduction of smart contracts

Brings other problems:

❏ Nothing at stake: based on double-spending problems on forks

❏ In order-execute paradigm all nodes execute transactions 
sequentially (expensive)
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❏ 2009, Blockchain v1.0

❏ 2014, Blockchain v2.0

❏ Computationally expensive

❏ Sequential execution - performance 

❏ Performance (6-7 tps)

❏ Confidentiality/privacy issues

❏ Static consensus algorithm

Related Work Limitations of Public Blockchains



12Related Work Permissioned Blockchains



13Related Work Hyperledger Fabric

Source: https://tinyurl.com/rhfep4g
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Source: https://tinyurl.com/rhfep4g

Related Work Hyperledger Fabric



15Related Work Hyperledger Fabric



16Related Work Audit Logs



17Related Work Blockchain Audit Logs

❏ Sutton and 
Samavi, 
[2017]



18Related Work Access Control

❏ Authentication

❏ Authorization

❏ Accountability



19Access Control (AAA)Related Work



20Related Work Blockchain Access Control



21Related Work Blockchain Access Control

❏ Maesa et al. 
[2019]



22Solução

❏ JusticeChain

❏ Evaluation

❏ JusticeChain v2

❏ Evaluation

❏ JusticeChain vs JusticeChain v2
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❏ JusticeChain, a blockchain-based system for protecting and managing accesses to 
logs

❏ Blockchain Component: Permissioned, private blockchain

❏ Blockchain Client Components

Solution JusticeChain

❏ Implemented with Hyperledger Composer
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Assets:
❏ Audit Logs 

3 participants:

❏ Logger
❏ Auditor
❏ Network Admin

Solution JusticeChain: Data Model



25

JusticeChain Client:

❏ Retrieves logs
❏ Preprocesses logs
❏ Issues transactions to 

the blockchain 

❏ For more 
decentralization, there 
can be multiple 
JusticeChain clients

Solution JusticeChain: Blockchain Client 



26Solution JusticeChain: Blockchain Components



27Solution JusticeChain: Limitations

❏ Performance: Hyperledger Composer and Hyperledger Caliper

❏ JusticeChain does not necessarily capture the whole 
access control flow:

❏ Some information may not be 
recorded (accesses)



28Solution JusticeChain v2



29Solution JusticeChain v2: AAA architecture



30Solution JusticeChain v2: Limitations

❏ Privacy: access control policies can be seen by all participants

❏ Evaluation comprised simple access control policies and 
rules



31JusticeChain and JusticeChain v2 Evaluation

❏ Evaluation Methodology

❏ Setup

❏ Throughput and latency

❏ Storage
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❏ What is the cost, in terms of storage, of protecting logs, i.e., what is the 
scalability of JusticeChain?

❏ What is the throughput rate JusticeChain can achieve?

❏ What is the latency of JusticeChain, i.e., what is the time window needed for 
logs to be secured?

Evaluation Methodology
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❏ 2 orgs, 2 peers
❏ 1 channel
❏ Solo orderer
❏ Variable number of clients/Loggers
❏ Backlog rate controller

❏ Google Cloud: London,UK with 
16vCPU and 60GB of memory, and a 
50GB SSD

Evaluation Setup



34Evaluation JusticeChain: Throughput and Latency 
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❏ What is the storage required for each 
committing peer, for a year?

❏ For a log entry with 10 attributes:
5.67 TB

❏ Required storage evolves linearly

Evaluation JusticeChain: Storage



36Evaluation JusticeChain v2: Throughput and Latency 



37Evaluation JusticeChain v2: Throughput and Latency 



38Evaluation JusticeChain vs JusticeChain v2 



39Evaluation JusticeChain vs JusticeChain v2 
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❏ We tackle the three main challenges at IGFEJ:

 

❏ Limitations: expensive solution (throughput, storage)

❏ JusticeChain can address those challenges

❏ JusticeChain proof of concept, to be implemented at the Portuguese justice

Conclusions JusticeChain

❏ Increase integrity

❏ Distribute trust

❏ Control access to logs
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❏ How to provide a secure, decentralized access control system that: 

❏ Limitations: expensive solution (throughput, storage).

❏ Extensible to other domains

Conclusions JusticeChain v2

❏ Captures all access control 
requests

❏ Increases trust distribution

❏ JusticeChain v2 encompasses JusticeChain’s features and distributes trust 
regarding authorization.

❏ Regarding trust: stakeholders can now  know if resources are being denied to 
them unduly
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❏ R. Belchior, M. Correia & A. Vasconcelos (2019). JusticeChain: Using 
Blockchain to Protect Justice Logs, OTM Confederated International 
Conferences" On the Move to Meaningful Internet Systems, Greece, Oct 
21-25. Berlin, Germany: Springer Verlag (Rank A)

❏ R. Belchior, M. Correia & A. Vasconcelos (2019). Towards Secure, 
Distributed, and Automatic Audits with Blockchain, submitted at The 
European Conference on Information Systems  (Rank A)

Conclusions Communication
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❏ S. Rouhani, R. Belchior, R. Cruz & R. Deters (2019). Hyperledger Fabric 
Attribute-Based Access Control System: A Step Towards Distributed Access 
Control Using Blockchain, submitted to IEEE Access (Q1)

❏ Blockchain-based access control system proof of concept, available as an 
open-source project at Hyperledger Labs, validated by the Hyperledger 
Foundation.

Conclusions Communication
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❏ On JusticeChain v2 legit authentication is assumed. Extend to authentication

Future Work

❏ Explore different options to overcome the performance limitations (e.g., using another 
blockchain). 

❏ Explore the usage of several blockchains to increase the dependability of an 
blockchain-based access control



45Demo JusticeChain

https://docs.google.com/file/d/1-XPFwqQCdgjqpq6NnrOPEFnd8gQX5Jac/preview


46Demo JusticeChain  v2

https://docs.google.com/file/d/13PV_L-OvXjJ-En95OC29c39OecfciRan/preview


47Wrap-up
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Rafael Belchior

rafael.belchior@tecnico.ulisboa.pt

JusticeChain is available at: 
https://github.com/RafaelAPB/JusticeChain

Thank you!
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